[IpakTtnueckas pabora Nel?

CIIMCKU YIIPABJIEHUSA JOCTYIIOM ACL

Hean padorel. M3yunTh criocoObl 3allUTHI CETEW M YCTPOWCTB OT Hexesa-
TENIFHBIX COeMHEHUI TyTeM QUIbTpalun Tpadduka.

Kpanme CBC/ICHUSA M3 TCOPUH

Access-lists, Access-control-lists (ACL) — crucku koutpons goctyma. Cy-
HIECTBYET HECKOJbKO pasHoBuaHoctedd ACL, mpuMeHseMbIX Ha MapuIpyTH3aTo-
pax u kommyratopax Cisco. ACL ucnonb3yrores mis GuisTpaiuu Tpaduka win
JUTSI OTIPEIeNICHHsI KJIACCOB TpaduKa MpH MPUMEHEHUH MOMUTHK. CIIHCOK TOCTyma
npezAcTaBisieT co00i Habop cTpok Buaa ycnoue-aeiicteue. Ctpoka ACL Hasbl-
Baercs access-control-entry (ACE). VcnoBrueM MOXeT ObITh COOTBETCTBUE MAKETA
OTPe/IeICHHOMY TIPOTOKONY WK Habopy mapameTtpoB. J[elicTBHEM MOXeT ObITh
pasperieHre nakera (permit), noo 3anpenienue (deny). ns crnmckoB nocTyna
CIIPaBeUINBHI CIIEAYIOIIUE IPaBUIIa;

1) CozmaHHbIH CIIHCOK AOCTYyIIA HE JEHCTBYET, MOKA OH HE NPHMEHEH K KOH-
KpPETHOMY MHTEp]ecCy.

2) Cromcok mocTyma IMpUMEHseTcs Ha uHTepgerice B KOHKPETHOM HaIpaBiie-
HUHM — ISl ICXOJSIIETO0, 100 BXosiiero Tpaduka (inbound/outbound).

3) K unTepdeiicy MOXHO MPUMEHHUTH TOIBKO Mo ogqHoMy ACL Ha mpotokon
(IP), Ha HampaBmenue (in/out).

4) Chucok AO0CTyHa MPOBEPSETCs CTPOKA 3a CTPOKOI 0 IEePBOrO COBIAJe-
Hus1. OcTaBIIMeCs CTPOKU HTHOPUPYIOTCS.

5) B xonme moboro IP ACL moapasymeBaercsi 3ampemiaroiiee MpaBHio
(implicit deny). ITaker, He MOMABHIMI HU IO OJHO YCJIOBHE B CIIMCKE, OTOPACHI-
BaeTcsl, B COOTBETCTBHU C npaBmiioM implicit deny.

6) Pexomenmyercst Gomee crenn(puyuecKue NpaBuUia YKa3plBaTh B Hadaje
ACL, a 6o1ee o01ue — B KOHIIE.

7) HoBble CTPOKH 110 YMOTYAHUIO TOMMCHIBAIOTCS B KOHEI CITUCKA.

8) OtmenbHYIO CTPOKY MOXKHO YHAmuTh W3 mMeHoBanHoro ACL, mpyrue
ACL ynanstoTcs JHIIb [MEeTHKOM.

9) Cnmcok mocTyma TOMKEH UMETh 110 KpaiHed Mepe OMH permit, vHade oH
Oynmet OJOKHPOBATh BECh TPADUK.

10) Murepdetic, koTopomy HazHadeH HecymecTBytomuit ACL He GpuibTpyeT
TpaguK.

11)Pacumpensbie ACL MpUMEHSIOTCS KaK MOXHO OJIIDKE K MCTOYHHUKY Tpa-
¢duxka.

ITo croco0y co3aHusl CIIMCKK TOCTYIIA NETISTCS Ha:



— CTaHAapTHbIE;

— paclmpeHHSIE,

— MMCHOBaHHEIE.

Cranpaptabnii ACL ¢unstpyer tpaduk tomsko no IP-agpecy mcrounuka.
Howmep takoro ACL nomxken ObITh B inanazone ot 1 no 99.

3anperuts |P-anpec ncroynuka:

access-list 10 deny host 172.16.30.2
Pa3pemuTs BCE:
access-list 10 permit any

Pacimpennsiii ACL ¢unbtpyer Tpaduk mo ampecaM HUCTOYHUKA U MOTy4Ya-
Tenst st mpoTokoioB 3 u 4 ypoHst mogenu OSI. Homep Takoro ACL nomxen
ObITh B Auamnaszosne or 100 xo 199.

3anperuts TCP oT Bcex Ha XocT ¢ opToM 22:

access-list 110 deny tcp any host 172.16.30.2 eq 22
3anperuts |IP oT cetn mo mabnoHy Ha Beex:
access-list 110 deny ip 192.168.160.0 0.0.31.255 any
Paszpewuts BCE:

access-list 110 permit ip any any

HNmenoBannblii pacumpennsiii ACL duistpyer Tpaduk mo aapecam wuc-
TOYHMKA W TOJIydaTens Ui mpoTokonoB 3 u 4 ypous mMopenu OSI, oH nmomkeH
HUMETh UM 1 UIMEeTCsl BO3SMOXKHOCTD YIAJIATh U3 HEro OTJEIbHBIC CTPOKH.

Coznate criicok ¢ umeneM INET u 3amoqHUTE ero TpeMs YCIOBUSMU:

Router(config)# ip access-list extended INET
Router(config-ext-nacl)#deny tcp any host 172.16.30.2 eq 22
Router(config-ext-nacl)#deny ip 192.168.160.0 0.0.31.255 any
Router(config-ext-nacl)#permit ip any any
Router(config-ext-nacl)#end

CTpoKku IMEHOBaHHBIX CIFICKOB JTOCTYTIA HyMepyroTcs ¢ maroMm 10 mo ymod-
yanuto. Ecte Bo3MokHOCTH meperymepoBatb ACL ¢ npyrum marom. Taxoke
MOXKHO JTOOaBJIATh CTPOKH C yKa3aHHEM MX HOMEpa, TOrJa OHH ITOMaxyT B yKa-
3aHHOE MECTO, 110 HyMepaluH.

Router(config)#ip access-list extended INET
Router(config-ext-nacl)#5 permit ip host 10.10.10.10 any
Router(config-ext-nacl)#223 deny ip host 1.1.1.1 any
Router(config-ext-nacl)#end



VY 1anuTh OTAENBHYIO CTPOUYKY U3 JIMCTa MOXKHO 110 HOMEPY, WU IO MOJHOMY
YKa3aHUIO CTPOKH C MPEPUKCOM «NoK:

Router(config)#ip access-list extended INET
Router(config-ext-nacl)#no permit ip host 10.10.10.10 any

WJINU TaK:
Router(config-ext-nacl)#no 223

ITonHOCTBIO YAQJIUTh CIIUCOK AOCTYIa MOXXHO YKa3aB COOTBCTCTBYIOIIYIO KO-
MaHAy U «NO»:

Router(config)#no ip access-list extended INET

Jlns Toro, uroOsl mpumeHuTh ACL kK KOHKpeTHOMY HHTep(heiCcy HE0OXOMUMO
BBITIOJIHUTG CJIEYIONINE KOMaH/IbI.
[Tepexon B peskuM KOH(DHUTYPHPOBAHUS:

Router#configure terminal

[Tepexon B koHdurypammio unrepgeiica FastEthernet 0/0:
Router(config)#interface Fast Ethernet 0/0
[Mpumenuts ACL 110 na Bxojq unrepdeiica:
Router(config-in)#ip access-group 110 in

[pumenuts ACL 120 Ha BbIXOI HHTEpdeiica:
Router(config-in)#ip access-group 120 out

Jast Toro, yro0s! npuMeHuTs ACL K JIMHUSAM yHalIeHHOTO NOCTyIa Heo0Xo-
JIIMO BBIIIOTTHUTD CIIEAYIOLINE KOMaHIbI.
[lepexon B pexuM KOH(PUTYPHUPOBAHUSL:

Router#configure terminal

[epexon x muaMIIM Vty ¢ 0 110 4:
Router(config)#line vty 0 4

[Ipmmennts ACL 10 Ha BX0x unTepdetica:
Router(config-line)#access-class 10 in

Jnst Toro, 4roObI MPOCMOTPETh CO3/aHHBIE Ha cereBoM yctpoiictBe ACL
HEOOXOANMO BBITIOJIHUTE CIIETYIOIIYIO KOMAHIY.

Router#show access-lists



i Ut aeMoHctparun Konkpernoro ACL ¢ nomepowm 10:
Router#show access-lists 10
i nmeneM INET:
Router#show access-lists INET
Ilopsinok BeINOTHEHNS PaGOTHI

1 B mporpamme Cisco Packet Tracer cobpats ceTh, IpeiCTaBICHHYIO HA PHU-
cynke 1. MHTepdeiicaM ceTeBBIX yCTPOMCTB 3aaath IP-aapeca B cooTBeTCTBHU C
MOATHUCSIMU Ha pUCYHKe 1.
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Pucynok 1 — Cxema cetu

2 Ucnione3yst yTHiUTy PiNG MOMapHO MPOBEPUTH JOCTYIIHOCT BCEX CETEH.

3 Cosnatp Ha Mapuipyrusatopax ACL u npuMeHHTh UX K HEOOXOIUMBIM WH-
Tepdeticam I CISTYIOMINX CUTYAITHIA:

— 3amperuts goctyn k ceru 20.0.0.0/8 or xommbioTepa ¢ IP-ampecom
192.168.0.2/24 (Laptop0 Ha pucynke 1);

— 3amperuts goctyn K cetu 172.20.0.0/24 u3 cern 10.0.0.0/8 3a uckmoue-
HUeM onmHOro Kommbtorepa ¢ IP-agpecom 10.0.0.3/8 (PC1 na pucynke 1);

— 3ampeTtuTs nepecbuiky coodmennit ICMP u3 cetn 172.20.0.0/24.

4 BoiBectt ACL 060omx Mapuipyru3aTopoB KoMasaoi Show access-lists.

4



5 Wcnonb3ys yrunuty ping mposeputh padoty ACL.
Coaep:xkanue oT4eTa

1 [ens paboOTEHIL.

2 Cxema ceTH.

3 Crucku noctyna 000MX MapHIpyTH3aTOpPOB.

4 Pe3ynbTaThl BBIIOMHEHUS YTHIIUTHI PiNg 10 U mocne npuMenenns ACL Ha
uHTepQeiickl MapUIpyTU3aTOPOB.

5 BeiBoj o padore.

KonTposbHbie Bonpocsl

1 Yro Takoe cIHCKH KOHTPOJIS JOCTyma?

2 Kakwue mpaBuiia HeOOXOIIMO HCIIONB30BaTh TpH coznannu ACL?
3 Knaccuduxarms cnuckoB KOHTPOJIS JOCTYTIA.

4 Kax co3pnatorcs crannaprasie ACL?

5 Kak co3natorest pacumpenssie ACL?

6 B yem ocobennoctu nmMeHoBaHHBIX ACL?



